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Snowflake Tags

Tags enable data stewards to track sensitive data for compliance, discovery, protection, and resource

usage use cases through either a centralized or decentralized data governance management
approach.

Main Benefits of Tag :

Sensitive Data Tracking and Resource Usage
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Case Study: Identify Sensitive Data and Protect using Snowflake Tags

Steps to achieve the use case
» Catalog snowflake tags in EDC

* Onboard tagged datasets into Axon and enrich it with additional information like Policy enforcement,
Stakeholder Information etc.

* Business users can search for sensitive assets using the tag values, Based on the policy information he can
raise a change request to protect the actual data (Mask/Access)

* Using IICS (CDI/CDQ) user can apply Masking rules or restrict access to the data in any way

* Then user can update the masking status in axon using Custom Attribute
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Extract Snowflake Tags using EDC

Edit configuration

Name™ S5F_Tags
Description
Parallel Safe [l

Conversion path®

Database object reader

u Read from (ddiReadSource)

Select at Least one of the following modes: “Datab...

[ ] ﬁ] Connecticn registry path (repositoryPath)
Path to the commection registry..

B Object include filters (ohjectFilter)

List of include Filters for dotobose objects (view...

m Object exclude filters (objectExcludeFiiter)
List of exclude Filters for dotobase objects(wiew ...

B Deprecated Netezza active User name (defaultlserName)

Unused, if set in Netezza config, please move it t..

u Skip unmodified cbjects (@bObjectsSkipUnmodified)

Database abfects, whick J4id not have Their Source ...

¥ Include invalid and encrypted objects (dbincludelnvalidObjects)

Include invalid and encrypted objects in analysis. ...

[ | ﬁ] PatternReplacer configuration path (pattemReplacerConfigurationPath)

Path to a configuration of the PotternReplacer fum...

‘-’ SF_Tags_CSA

SF_Tags_GCS

Overview  Lineage and Impact

v Description

* Resource Contains

Gl
30

Tables
o
Schema
[] Stored procedures - .
M views

M MaterializedViews

4 Triggers

M Tasks L
EFO

M Fipes |

[ Database Assets *

I ! Tags Iv .

B false (default)

af tre (default)
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Relationships ~ Change Summary

g8 i
8 3 1
Views Reference Data ... Tag

S

Reference Data ...

v System Attributes

CreateTime
2022-06-15T15:09:42

Created By
GCSTEAM

Last Modified
Sep 23,2022, 05:31 PM

Resource Mame
SF_Tags_GCS

Resource Type
Snowflake Advanced Scanmer

Assets in the Resource

(]

1

Database

Tag allowed values
FirstMame LastMame Email CITY

Asset Type
Tag

last_modified_time
2022-06-15T15:09:42
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Tags with Objects associated

Add Business Title
PII_DATA

% 78 SF_Tags GCS > = GCS > = BHAN

Overview Lineage and Impact Relationships

FIRS... EM...

e

Is applied to
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PII_DATA

-

[ ]
Rashmi

Users

815 applied to Find
Names = Relationship
CImyY Column
1 Path: SF_Tags_GBCS = GCS = BHAN= CUSTOMER_TAG

CITY Column
2 Path: SF_Tags_BCS = GCS = BHAN= EMPLOYEE_TAG

EMAIL Column
3 Path: 5F_Tags_GCS = GCS = BHAN= CUSTOMER_TAG

EMAIL Column
4 Path: 5F_Tags_GCS = GCS » BHAN= EMPLOYEE_TAG

FIRST_NAME Calumn
3 Path: SF_Tags_GCS = GCS = BHAN> CUSTOMER_TAG

FIRST_MAME Column
6  Path: 5F_Tags_GCS = GCS = BHAN= EMPLOYEE_TAG

LAST_MAME Column
7 Path: 5F_Tags_GCS » GCS = BHAM= CUSTOMER_TAG

LAST_MAME Columin
8 Path: 5F_Tags_GCS » GCS » BHAN=» EMPLOYEE_TAG
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Add Business Title
FIRST_NAME

a EDC_Snowflake_Tags.py X D
. SF_Tags_GCS fcl=) “I BHEM EMPLOYEE_TAG

Overview  Lineageandimpact  Relationships

requests.packages.urllib3.disable_warnings(
requests.packages.ur1lib3.exceptions.InsecureRequestilarning)

[

FIRST_NAME

U Add Business Tite
search_api

attribute_ap

SFTags 603 ) 2 GCS EHAN ) [ EMPLOVEE TAG
filel = open )
verview  LinezgeandImpact  Relafionships

search_API=
count = @
Sear‘chHR&:”” . 0 DtaOvne
UName=

Pwd=""
ObjectID=""
TagID=" "
AttributeURL=" "

v Descrption Q| v Pegle Vi

Add Bi
FIRST.

s

Overview  Line

* Descriptic

" Data Domains V4

Y Custom Attributes V4

Afrbute via AP

* Custom Attributes

Custor

AP
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Onboard Dataset to Axon and Enrich

<> DS-479:CUSTOMER_TAG
=" DataSetin

EOQBJECT
SUMMARY ATTRIBUTES RELATIONSHIPS STAKEHOLDERS ENTERPRISE CATALOG VALUES DATA QUALITY IMPACT HISTORY CHANGE

+ MNew Data Set
Project Policy
+ Clone Data Set
4+ Mew Local Data Quality Rule
PROJECT
EDIT OBJECT
Project Name Level Attribute Name Details Glossary Glossary Type
& Edit Data Set
= Project Ricardo Data Set ves Party Data
T Deleteltem
= Gemyl Data Set Yes Party Data
OTHER ACTIONS
= Project Ricerdo Data Attribute EMAIL EMAIL Party Data
! ! @ Download PDF Report
= Gerryl Data Attribute EMAIL EMAIL Party Data W Raise Change Request
= Project Ricardo Data Attribute LAST_NAME LAST_NAME Party Data
= Gemyl Data Attribute LAST_NAME LAST_NAME Party Data
Z= Project Ricardo Data Attribute CITY CITY Party Data
= Germyl Data Attribute CITY CITY Party Data
= Project Ricardo Data Attribute o] D Party Data
= Gemyl Data Attribute (] ] PaITy Data
= Project Ricardo Data Attribute FIRST_MAME FIRST_NAME Party Data
= Gerryl Data Attribute FIRST_NAME FIRST_NAME Party Data
|2y nEoULCY LG Funy LU St vaw A Lma s
[Ef| Restricted Data Policy Conduct Standards Data Attribute cITy
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Masked Status in Axon

g 'T: ¢ e B —— M [ - : ; L e — - ~ - . = N
- 66 select * from CUSTOMER_TAG;
5 Results Data Preview
¢
R Query ID SQL 124ms S rows
Filter result... & Copy
Row FIRST_NAME LAST_NAME EMAIL CITY I[
T XXXX ) 9.4.9.4.4 X@XOOOOC XXX XXXXXXX 1
2 XXXXXX XUXXXX X @Y XXX 10099909044 2
3 XXXX XXXXXX XX@XOOKK XXX $ 08909999009 3
A A AAA A AT A S WO WA VWYV Y VWY A AAAA"AA"S A
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Demo
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